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Goals of the Presentation

ÅSystemic Risk Assessment

ÅRisk Management Plan
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Putting it All Together

Systemic Risk 
Assessment

Care Concerns

Risk 
Management 

Plan
Root Cause 

Analysis

Quality 
Improvement 

Plan
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12VAC35-105-520
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12VAC35-105-520.C

άThe provider shall conduct systemic risk 
assessment reviews at least annually to identify 
and respond to practices, situations and policies 
that could result in the risk of harm to individuals 

receiving services. The risk assessment review shall 
ŀŘŘǊŜǎǎ ŀǘ ƭŜŀǎǘ ǘƘŜ ŦƻƭƭƻǿƛƴƎΥέ
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12VAC35-520.C.1-5

1. The environment of care;

2. Clinical assessment or reassessment 
processes;

3. Staff competence and adequacy of 
staffing;

4. Use of high risk procedures, including 
seclusion and restraint; and

5. A review of serious incidents
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Risks ςWhere to Begin

Red Biohazard 
Bags

Door Locks
Windows

Emergency Egress
Freezer Temperatures

Staff Turnover

Durable 
Medical 

Equipment

Sharps 
Containers

Privacy Breaches

Complaints

Hurricanes Employee 
injuries

Vans
High risk 

meds

Fire
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Managing Risks

Identifying risks and potential risks helps 
to prevent harm to the individuals 
served, staff and the organization.
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Reporting Culture

Promote a culture that balances safety and 
accountability in an environment where events or 

near misses can be used as an opportunity for 
improvement to mitigate further incidences.
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Reporting Culture

Establish trust

Encourage reporting

Eliminate fear of punishment 

Examine errors, close call and hazardous conditions
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What is a Risk Assessment?

Is it a list of tasks for the risk manager?

Is it copying the regulations into your 
policy and then filing it?
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What is a Systemic Risk Assessment?

A tool for proactively identifying systemic 
risks before adverse events occur

Where to begin:

1. Determine a format

2. Determine who will conduct the risk assessment 
(leadership, risk manager, committee)
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Various Formats

Risk Area Findings Recommendation Add to Risk 
Management 
Plan

Assigned To Follow-up
Date

Environment
of Care ς
shingles need 
replacing

Latest
rainfall 
resulted in 
some water 
damage

Obtaincontractor bid Yes Safety officer Report due 
August2021



Slide 14

Yes No NA Risk Action Follow-up

X Debris and boxes in stairwell? None

X The stairwells are free from 
debris toensure safe emergency 
exits.

Noneneeded at 
this time; 
continue to 
monitor

Checklist Format - Example 
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Requirements

The reason providers canuse their own 
ŦƻǊƳŀǘΣ ƛǎ ǘƘŀǘ ŜǾŜǊȅ ǇǊƻǾƛŘŜǊΩǎ Ǌƛǎƪǎ ǿƛƭƭ 
vary, but the risk assessment shall:

- Be conducted at least annually (date)

- Inform the risk management plan

- Incorporate uniform risk triggers and 
thresholds
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12VAC35-520.C.1 ςEnvironment of Care

Environment of Care
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Environment of Care

Guidance for Risk Management (August 2020)

Physical environment where services are provided, such as 
the buildingand physical premises

Examples:
Å Any site where individuals are served
Å How the area where services are provided is arranged
Å Any special protective features that may be present
Å Location, amount and condition of safety equipment, 

including
ïFire extinguishers
ïFirst Aid kits
ïFlashlights
ïAnd much more..........
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Safety Inspection

How is the environment of care risk assessment different 
than the annual safety inspection?

Guidance:

"A review of the environment of care should considerthe 
results of the annual safety inspection (12VAC35-105-
520.E), when applicable, but is broader than a safety 
inspection."
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Safety Inspection

Annual safety inspection are also to be completed at least 
annually and are to be completed for each service 
location.

Safety Inspection

V Expiration dates

V Fire extinguishers

V Tripping hazards

V Water temperatures

V Flashlights

Monthly Quarterly Annually
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Documentation

The regulations specify a systemic risk assessment which 
includes the environment of care anda safety inspection 
(12VAC35-105-520.E)

Licensing specialists conducting an annual inspection 
would be asking for both of these documents.
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Environment of Care

Findings Recommendations Add to Risk 
Management 
Plan

Comments ς
Assignedto 
Department/Staff

Date 
completed; 
status 
report

Emergency 
egress

Building 
exits had 
boxes/trash

Staff training 
recommended

No Assigned to Human 
Resources; report 
on status by (insert 
date)

Ventilation Age of 
building 
presents 
risks

Contract with 
consultant to 
evaluate

Yes Assigned to 
building manager 
to request bids

Added to 
RM plan; 
bids 
requested 
(insert date)
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12VAC35-520.C.2 ςAssessment and Reassessment

Guidance for Risk Management

Examples of assessmentsinclude physical exams that are 
completed prior to admission or any time that there is a 
change in the individual's physical or mental condition.

Reassessments include: (1) reviews of incidents in which 
the individual was involved, and (2) review of the 
individual's health risks.

The Independent Reviewer for the Settlement Agreement noted that this (and 
high risk procedures) were not consistently included in the systemic risk 
assessments.
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12VAC35-520.C.2 ςAssessment and Reassessment

Findings Recommendations Add to Risk 
Management 
Plan

Comments ς
Assignedto

Follow-up 
Date

Assessment 
Process

Physical 
exams are 
being 
completed 
prior to 
admission

Continue to monitor No Nursingdirector 
to monitor

ReassessmentsLƴŘƛǾƛŘǳŀƭǎΩ 
health risks 
are not 
being 
reviewed 

Nursingto develop 
new policy and 
monitor for 
effectiveness

Yes Nursing

Are policies and processes effectively identifying and mitigating 
risks unique to each individual? 
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12VAC35-520.C.3 - Staff Competency and Adequacy of 
Staffing
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Staff Competency and Adequacy of Staffing

Risks vary according to the licensed provider:

VInability to hire staff

VCPR certifications

VBackground checks

VTraining

VEvaluations

VStaff injuries

VTurnover rates

What are your risks ςhow will you seek to mitigate?
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12VAC35-105-520.C.4 - Use of High Risk Procedures

Seclusion and 
restraint 

High risk methods 
of medication 
administration
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High Risk Procedures

High risk procedures may involve questions such as:

ÅIs the use of seclusion and restraint, in compliance with 
Human Rights Regulations?

ÅAre procedures related to high risk procedures reviewed 
regularly?

ÅAre the staff permitted to implement high risk 
procedures properly trained?

ÅAre high risk procedures properly authorized and 
reviewed per policy, regulation, and law?
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12VAC35-520.C.5 - Review of serious incidents

ÅAre all Level I serious incidents reviewed at least quarterly?

ÅWhat trends are identified?

ÅWhat kinds of incidents are reported? Are they related in 
termsof the type of incident?

ÅWere there similar incidents that appeared close together in 
time? Was there anything unique that took place at that time?

ÅAny patterns (time of day, day of week, location, program, 
certain types of activities, presence of other people/visitors)?

ÅReflect on what has been learned from Root Cause Analyses

ÅDoes the provider have an updated policy that defines who 
has the authority and responsibility to act when a serious 
incident or a pattern of serious incidents indicates that an 
individual is at risk
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And much more!

The items highlighted are those requiredby regulation.

There are so many more risks that may affect your 
organization

- security breaches

- business risks

- financial risks

- liability risks
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SAMPLE 


